YouTube is a video sharing site/application that enables you to
upload, view, rate, share and comment on a wide variety of
videos. Consisting of a huge resource of information, advice
and entertainment, YouTube now has 1.9 billion legged-in
monthly users who watch a billion hours of video daily. Most
of the content on Google-owned YouTube is uploaded by

individuals, but organisations and media companies also offer

some of their content via this platform.

What parenfs need fo know aou[ @'oo

YouTubes

SPENDING A PREMIUM

YouTube Premium (formerly YouTube Redi is a

new paid streaming subscription service in the

UK, offering a three-month free trial to tempt

viewers into a £12-per-month plan. This includes the ability to
download videos, stream videos with the app in the
background, gives exclusive access to original content and a
separale music streaming service and gaming app.

DANGEROUS ‘CHALLENGE’
& VIRAL VIDEOS

On YouTube, ‘challenge videos® are shared quickly and can be
very dangerous. One person may post a video of themselves
daoing samething unusual like eating 3 hot chilli or jumping in
ariver and before you know it, the video goes viral and
everyone wants to join in and share their videos. The speed in
which challenge videos spread across the Internet makes it
difficult te keep up with the latest ones.

SHARING VIDEOS

As well as watching videos, many children are keen to share their
own videos online, emulating their YouTube heraes, such as
Stampy or DanTDM. However, if they past something on YouTube,
they may later regret it or feel embarrassed about what they have
shared. There is also a risk that they will receive hurtfut or
negative comments regarding not anly their content, but also
their appearance. YouTube's comment section is infamous for
being ane of the mast opinionated on the Internet.

IN-APP MESSAGING
When your child is logged into their Google account and browsing
the YouTube website, they can share and talk about videos with
their friends using the chat bubble. This can be found at the top
right of the desktop site or through in-app messaging on their
mobile or tablet. When they tap on the ‘Friends’ icon, they have a
list of suggested people from their contacts - which can be any
contact they've had on Google or somebody who has sent them
an invite link,
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BLOCKING ACCOUNTS a
TURN ON‘RESTRICTED' MODE

‘Restricted Mode’ is an optional setting you can use to help

Top Tipfor

When using YouTube, there may be instances where your child
receives negative comments. If somebady’s giving your child a

screen out potentially mature content you may prefer your
child not to see. Restricted Mode works on the browser ar
device leve!, so must be turned on for each browser or
device your child uses. To do this, follow these steps:

Mobile:

« Tap the three vertical
dots at the top-right on
the screen and press,
‘Settings.

« Click on’Restricted
mode filtering,

« Press ‘Restrict!

Desktop:

+ Go to the bottomn of any
YouTube page and switch
‘Restricted Mode ta ON.

» To make it more difficuit
for this to be turned off,
you will be given the
option to lock restricted
mode onto your browser.

Please note that you can‘t ‘tock’ restricted mode on a
phone in the same way that you can on a desktop. You will
need to turn this on each time your child uses it.

CREATE A FAMILY GOOGLE ACCOUNT

By having a shared family Goegle account, checking the

difficult time, here’s how to block them and prevent future
comments and replies:
+ Go to their channel/account by clicking on their name.
+ Click on ‘About.
« Tap the dropdown box with an image of a flag on it. ;
* Press ‘Block user.
* Tap ‘Submit.

MONITOR WHAT YOUR CHILD IS
WATCHING/POSTING

The only way to trulr knaw what your child may have been
watching is ta regu arIY monitor them, You can do this by
checking their viewing history. YouTube videos can also be
easily downloaded, so it is important that your child
understands the associated dangers of content they are
uploading and that it could harm their online reputation in
the future. Show them how to set their videos to private or
choose a small network of YouTubers to share with. To get
started, your child can use YouTube Studio which offers
Iearnma modules on creating a YouTube channel, however,
you should encourage them not to use their real name.

DIGITAL WELLBEING

AGE-INAPPROPRIATE VIDEOS
As YouTube is the biggest video sharing website in the
world, there is content available for alf ages, meaning that
some content wifl not be appropriate far your child. if you
think that content is unsuitable, there is a flagging feature
to submit it for review by YouTube staff, but you will need to
be aware that just because video is not approgriate for a
younger audience. it may not violate YouTube's policies.
YouTube has mechanisms in place to automatically remove
explicit and harmful content, yet offensive content may still
slip through.
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OPT FOR A FAMILY PREMIUM PLAN
A YouTube family Premium plan may be a cost-effective
option if you have more than one child. For £17.99 a month,
it allows you to share a YouTube paid membership with up to
five other family members - aged 13 and older - living in the
same household. As the account hoider, or family manager,
you must create a Google family account.

MANAGING iN-APP MESSAGES
If your child is accessing YouTube via your account, bear in
mind that they may be contacted by Google contacts who
are complete strangers to them. You can remove somaone
from the suggested contacts list by pressing and holding the
person’s name and tapping on the red ‘x.

POPULAR YOUTUBE GAMERS

There are hundreds of YouTube accounts which show other
peaple playing and commenting on games. These are called
‘Let’s Play” videos. While YouTube can be a great resource for

hints, tips and news for games, itis a good idea for parents

to keep a close eye on what YouTuber’s are posting. Often,
the games they are playing will cantain strong language and
violence. A few examples of popular YouTube gamers for you

fo have alook at are:

history will enable you to see exactly what your child is
watching and sharing on YouTube. 7o see the history on 2
computer, on the right hand menu under the library
section, click ‘History! On mobiles. the viewing history can
be found by clicking on the “Library’ tab.

+ Stampy

* Yogscast Lewis & Simon
= PewDiePie

» EthanGamer

« Markiplier

+ PopularMMOs

« Captainsparklez
= Jacksepticeye

« LtCorbis

* Dan TDM

YouTube has launched a tool called ‘Time Watched’ that aflows
you to see how long has been spent on the platform. Once you
have discovered how much time has been spent on the app,
there s the aption to set a time limit, Once the limit is reached,
a reminder will pop up on the screen. You can also disable
sounds and vibrations to help resist the urge to check far
notifications.
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Grooming is when someone befriends and builds an emotional
connection with a child to gain their trust for the purposes of sexual
abuse or exploitation. They can do this both offline and ontine, with

technology and the Internet being commonly used to initiate and
facilitate contact with a child. Gaining victims’ trust is a key part of
engaging them in sexually explicit behaviour. The groomer, who can
either be a stranger or someone a child already knows, tends to use
tactics such as engaging in small talk or exchanging personal
information with the child abeut hobbies and relationships, using
Aattery and gifts to build a rapport or even making threats and
intimidation to gain control. This can take place over varying periods
of time - from a few days to several years.
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NUMBERSOFGROOMING
OFFENCES ARE SOARING
In April 2017, a new government law came into force in
England and Wales to allow police to charge adults who
send sexual messages to children through mobile phones
and social media. in the first year since the law change,
there were 3,000 police-recorded offences of sexual
communication with a child - a figure 50 per cent higher
than experts expected in the frst year.

ALLCHILDREN ARE AT RISK
According to a 2018 NSPCC report. a

quarter of young peopie have experienced

an aduit who they don’t know in real life

trying to contact them online. One in four

said they had been sent messages, images, videos oy
other content that made them feel sad, wortied or
uncomfortable. One in 10 girls and one in 20 boys under
the age of 13 said they had received unwanted sexual
messages.
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E GROOMING

CHILDREN ARE
VULNERABLE TARGETS
Groomers use psychological tricks and methods to try and
isolate children from their families and friends and will
often choose to target more vuinerable children who may
be easier to manipulate. In order to seek potentiaf victims,
predators are likely to use apps and websites that are
popular with children and young people. Groomers can
use a ‘scattergun’ approach to find victims, contacting
hundreds online to increase their chance of success.

LIVE STREAMING CONCERNS 2 ™

real-time using tricks, dares or bullt-in gifts to

manipulate them. Graoming often takes the form

of a game where children receive likes' or even
money for performing sexual acts. Social media channels,
such as YouTube, Facebook, Instagram and Snapchat, ali
have live streaming capabilities, but there are many apps
which children can use to live stream, inciuding Omegle,

Live.me, BIGD Live, YouNow and many more.

T9p Tips

GROOMING CAN HAPPEN RAPIDLY
Grooming is generally a siow, methodical and intentionat
process of manipulating a person to a point where they
can be victimised. However, according to researchers at the
University of Swansea, online grooming can aiso be very
rapid, with analysis of chat logs revealing that it can
Just 18 minutes for some predators to arrange to meet
their victim. The fastest predators uced sophisticated,
persussive, language-based strategies to rapidty build
trust, including the use of small talk and praise which
qusickly escalated into requests for sexual messages.

ANYONE CAN GROOMYOURCHILD
Many people expect groomers to be adults posing as
children, but this is not aiways the case. Data from
University of Swansea reveals that groomers’ use of
identity deception {avound age, location and appearance}
is fairly low. This can be becauss they spproach many
children, limiting their ability to Be. The worry is that
honasty can be more damaging to the victim since they are
more likely to feel as if they are in a roal relationship.

Tarenfs
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{t’s unlikely that you can stop
your child using the Internet,
nor can you constantly
monitor their online
activities, but you can talk to
your child on a regular basis
about what they do onfine. By
talking openly with them
about online relationships,
they can quickly ascertain the kind of behaviour which is
appropriate orinappropriate. Ask them whether they have
any online friends or if they play online games with people
they haven't met. This could then open up conversations
about the subject of grooming.

CHECK PRIVACY SETTINGS

In order to give your child a safer online gaming
experience, it is important to check privacy settings or
parental controls on the netwaorks, devices, apps, and
websites they may use. [f you use location-sharing apps to
check where your child is, remember that these could
always be used by strangers to follow your child without
their knowledge. Ensure that you check options so that
location information is never shared with anyone except
those they have permission to share with.
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' DISCUSS SAFE ONLINE BEHAVIOUR

Make it clear to your child that they should not accept friend
requests from people they don’t know and to verify friend
requests with people who they do know. They should never
agree to chat privately with a stranger or someone they
don't really know. Remind them that they should never
divulge personal information, such as mobile phene
numbers, addresses, passwords or name of their school.

DISCUSS HEALTHY RELATIONSHIPS

Tatk to your child about what a healthy refationship looks
like and how to detect someone who might not be who they
claim to be, Explain that groomers will pay your child
campliments and engage in conversations about personal
information, such as hobbies and relationships. They may
admire how well they play an online game or how they look
in a photo. Groomers will also try and isolate a child from
people close to them, such as parents and friends, in order ta
make their relationship feet special and unique.

BE SUPPORTIVE

Show your child that you will support them and make sure
they understand they can come to you with any cencerns
they may have. They need to know they can talk to you if

someone does something they are uncomfortable with,
whether that is inappropriate comments, images, requests
or sexual comments.
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LOOK OQUT FOR WARNING SIGNS

Child safety experts have identified key grooming patterns
and advise parents to look out for:

« Alack of interestin
extra-curricular activities.
Having new items, such as
clothes or phones, which
they can’t explain.

+ They seem withdrawn,
anxious, depressed or
aggressive,

Having older boyfriends
or girltriends.

+ Secretive behaviour about
what they are doing online,
Internet or smartphone
usage late at night.

Going to unusual places te
meet up with friends you
have not heard of.

+ They are clingy, have
problems sleeping and
eating or even bedwetting.

HOWTO REPORT

If you're worried that your child is being
groomed online or sexually exploited, you can
report your concerns to the Child Exploitation
and Online Protection ICEOP} Safety Centre,
which ix part of the National Crime Agency at
www.ceoppolice.uk/safaty- centre, Reports are
read by a Child Protection Advisor who will
make contact by phone or email to work with
youte make a plan to keep your child safe. If
you think a child ts in immediate danger, call
the Police on 999 or NSPCC on 0808 800 5000.

REPORT
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SIGN UP PROCESS & AGE
RESTRICTIONS

Most live streaming apps have an age restriction of 13 and
above. It is important to note that some platforms do not
require proof of age when signing up to the app, meaning
that anyone can register for an account. This also opens ap
the opportunity for people to lie about their age to seem
older or younger.

WHO IS WATCHING YOUR
CHILD?

I your child’s privacy settings are not set up effectively,
anybody can be watching their live streams. One of the
main characteristics of live streaming is its ability for videos
to be instantly shared all over the world, but this creates the
opportunity for more people to watch anybody regardiess
of whether they know them.

LIVE CONTENT

As the streams are live, children can instantly be exposed to
anything inappropriate. Most live streaming apps will have
filters, rules and guidelines in place to ensure their services
are monitored. They will also have report buttons where
inappropriate content will be sent for review. Bear in mind
that a report may not be dealt with instantly, which means
your child may be further exposed to inappropriate content
during a live stream.

RECORDINGS OF YOUR CHILD

Each streaming app and website that allows live streaming
has different rules about how they store their live videos
once completed. For example, a live stream on Periscope

will be automatically deleted after 24 hours, but apps such

as Facebook and YouTube allow the video to be posted on
the app and will only be deleted once the creator decides. It
is important to realise that deleting a video will not stop it
from being shared. A live stream can be recorded (ar
screenshots can be taken) by other viewers using certain
software and then shared on other platforms, Research
conducted by the internet Watch Foundation (IWF)
discovered that apparently recorded illegal videos of live
streams were redistributed on other sites.

WHAT IS YOUR CHILD
WATCHING?

Live streaming apps don’t just allow children to stream their
own videos, they can also watch other people's streams.
Anything can be streamed at any time and any place,
including violence, graphic imagery, nudity, illegal
behavior, drug use, profanities etc. Most live streaming
apps claim to manitor live streams and will take action to
stop any that do not adhere to their guidelines. However,
with millions of live streams each day, it is extremely
difficult to monitor them all.

GROOMING

There have been recent reports of paedophiles coercing
children as young as three on live streaming apps. Due to
the anonymous nature and lack of identification needed ta
5ign up to some apps, atmost anyone is able to sign up and
use the service, Users can use fake identities to sign up to
the apps and watch/stream videos. Recent research by the
IWF revealed that children may be asked to do things and
perform ‘suggestive acts”during their live stream by
strangers,

m lop Tips for Pare

BE PRESENT

In a recent three month study by the Internet Watch
Foundation {IWF), 96% of streams showed a child on
their own, often in their bedroom or bathroom. if your
child is going to conduct a live stream, ask them if you
could be present for it. This will give you a greater
knowledge of what your child is doing during their live
streams and who they are streaming to.

PROTECT THEIR PERSONAL
INFORMATION

Your child may unknowingly give away personal i
information during a live stream, including their
location. Talk to them about what constitutes ‘personal
information’ and make sure they do not disclose
anything to anyone during a live stream, even to their
friends. Advise them to remove any items in their live
stream (school unifarm, street name, posters etc.) that
could patentially expose their location or persanal
information.
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TALK REGULARI{_-Y WITH Y

YOUR CHILD

Ask your child which live streaming apps they are using
and how they are using them. Are they watching live
streams or making their own? What types of live streams
do they like watching? If they are under 13, it 15 strongly
advised that they are not using any live streaming apps
due to the dangers involved, but you may feel that they
should not be using the apps even if they are over the
age limit. With live streaming being such a popular
feature on apps. it is important that you are aware of the
dangers associated with it in order to protect your child
effectively.

PRIVACY SETTINGS

Each live streaming app will have its own privacy
setlings with optians varying from platform to platform.
Generally, we advise that your child’s account is set to
private, This will ensure that only their friends/followers
will see their live stream. It is important to check each
app to ensure that the privacy settings are in place to
protect your child from strangers viewing their streams
and engaging in conversation with them. The settings
on most apps wilt allow you to turn off the chat feature
during a live stream, restricting conversations, but live
chat is part of the 'fun’ when it comes to live streaming.

PROTECTING THEIR
ONLINE REPUTATION

What your child does now may affect their future
opportunities, and it is important that they have a good
understanding of this. As the videos are live, it may lead

to the misconception that whatever happens in the
video will disappear once the live stream ends. This is
incorrect. Tefl yaur child that their live streams cannot
be undene and this has the potential to affect their
onfine reputaticn,

REMOVE LINKS TO
OTHER APPS

Some live streaming apps‘websites give users the ability
to link and share the content through other social media
platforms to share their video further. For example, a
live stream on Periscope, can be shared on Twitter and
Facebook during the stream if the accounts are
connected. While it may seem like a good idea to show
the videa to more people, the privacy settings may differ

on each app, opening up the potential for unwanted !
viewers to join the stream. We suggest checking the
privacy settings on each app and where possible, only
streaming on one app at a time in order to have greater
control over who sees the live stream.
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What parens need fo know about
ND THEFT
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desktop computers, PSP, Nintendo DS, and Mobile.

GTA decided to introduce a

UTO (GTA)

Grand Theft Auto is an action-adventure video game series where
players control criminals and wreak havoc in order to complete missions
and progress through the game. During the early stages of the game, it

y focuses on completing missions to (qo up a level, However, asthe
game grew more popular the makers o
narrative to each edition of the game. The aim of this was to increase user
engagement, making gamers believe that they were not just playing as
the character, but they became the character. Grand Theft Auto is
accessible on a number of devices including: PlayStation and Xbox,
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automatically placed into an open lobby, meaning you
play with random people. The
own social platform where users can bet money, share

comment on), and even message other users directly.

game, you can change ti
play with their approved friends list. Upon si?ning up

THERISK - PLAYINGWITH
STRANGERS
When buying GTA V you automatically have access to
Grand Theft Auto Online, a version of the game that
allows players to play online. They can play alone,
invite players to a game, or be involved in public

‘sessions’ where people will be picked at random to
play. When you first load into a game you are

social club’is GTA'S very

in-game photographs {which users can like and

Wha{ parenfs can do
To prevent your child %Iayin with strangers on the
e settings to ensure they only

to the ‘social club; it automatically sets a player’s
visibility settings to ‘everyone; meaning their name
and profile information is made public. Parents can
ater this by changing the visibility settings to‘only
me’
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THERISK ~ONLINE HACKERS

Hackers can make money by helping users cheatin
the game. They can do a number of inappropriate
things, including killing people, stealing weapons,
spawning money into the game, and even raping
other characters. Spawning money tends to be a
gamer’s most popular choice, being able to buy
$100,000,000,000 (of in-game currency) for as little
as five US dollars.

Whet parens can do

Actively monitor your child's online activity. These
websites are very easy to find, meaning children and
youngbpeople can easilr. navigate their way to these

wesbites and pay for hackers. Not only is this an
illega! activity, gut you have the risk of giving your

N

personal information to someone whe may misuse it.
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setting time limits within the home, especially during
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THERISK -ADDICTION

Addiction is a risk with any game. Game developers
use persuasive design techniques to force users to
invest their time, and often money, in a game. Within
GTA, your character is able to pro ress%hrnugh the
game for completing missions within a certain time
ildren to keep returning to the
game. Gaming addiction is now a recognised health
condition and the side effects are concerning,
including sleep deprevation, decreased attention
span and erratic emotional behaviour.

What parenfs can do

There are a number of (hings you can do if you are
concerned about your child’s screen time, including

meal times and before bedtime. Talk to your child
and ask why they are sgending so much time on the
game, and enourage healthy alternatives such as
outdoor activities and spending quality time with
friends and family.
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THERISK - LIVE CHAT

When playing GTA online, players have the option to
use a microphone to broadcast their voice live to other
players involved in the ‘session’ These live voice chats
are not moderated, meaning anything could be said,
including inappropriate language, as well as verbal
forms of builying.

Wha{ parens can do

Talk openly with your child about not giving away
personal information, Also remind them that
conversations can be recorded, which could
damage their online reputation. Depending on
the device/platform, there will be ways to mute
conversations. Make yourself aware of the
device’s/platform’s individual settings and ensure
that your child knows how ta block and report.

\.

SOURCES:

wwimdb.comititle/tt2103188/parentalguide )
‘www telegraph.couksgaming/news/grand-theft-auto-v-has-made-money-film-history/
www techaddiction.ca‘addiction-to-video-games.html
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THERISK -
MICROTRANSACTIONS

By completing missions and partaking in certain
activities you earn in-game currency. This allows you
to buy things such as prostitutes, vehicles, weapans,

ammo, new outfits, cars, apartments and more.
However, the items that are available to buy often
have a high price that require a lot of game time,

meaning the items are pretty unrealistic to buy.

What parenfs can do

I you do not want your ¢hild to make gaymen!s,
ensure your card is not associated with their account.
I Knu are happy for your child to make payments in
the game, but want to limit spending, we suggest
purchasing a greapaid gift card for your child. These
can be purchased in specific amounts which will
aliow you to limit how much your child spends and
removes the need for a credit or debit card to be used
with their account.

A whole school community approach to online safety

Online www.nationalonlinesafety.com
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Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061




